Advancing the Professionals | Connecting the Community | Excelling the Profession

P
e

,‘r\ AISP WISHES ALL A P
HAPPY LUNAR NEW YEAR




AiISP Events and Updates

Bug Bounty Insights and Intro to Mobile App Pentesting
7 February 2025

BUG BOUNTY INSIGHTS & INTRO TO

MOBILE APP PENTESTING
WHAT MATTHEW WI LK ABOUT ! )

Yy management

Matthew Ng
Senior Information Security
Analyst at Roche

REGISTER NOW .N

Limited Seats Available

7 FEBRUARY 2025

7:30 PM - 9:30 PM

7 ajah Crescent#02-23
TIG Collaboratien Céntre

Singapore 139951

ORGANISED BY g‘ AISPP  venue sponsor m
o

Curious about how to break into bug bounty hunting or mobile app pentesting? &

Join us for an engaging and interactive session where our speaker, Matthew Ng, will introduce you to the
exciting world of cybersecurity!

Workshop Highlights:
@© Overview of bug bounty hunting & mobile app pentesting
Learn essential skills to kickstart your cybersecurity career
@, Discover real-world case studies on bug bounties, including both the challenging and rewarding
moments
% Tips on tools and techniques for mobile app security
€& Insights on the feast-or-famine nature of bounty payouts
Network with cybersecurity enthusiasts and aspiring pentesters

Register here



https://docs.google.com/forms/d/e/1FAIpQLScBl0YxSPqekOlottMc0ZEQNuybFRJsUWDD7SLrCtGXiBsFhw/viewform?pli=1

AiSP Events and Updates

AiSP Ladies in Cyber — Capture the Flag 2025
9 March 2025

o ‘ -

Capture the Flag 2025

Engage in real-world ‘
) cybersecurity scenarios.

9 March 202

Organized by

i LADIES
A-I.SI? IN CYBER

Step into the dynamic world of cybersecurity with our Ladies'
Capture the Flag (CTF) Competition, an interactive, hands-on
experience designed exclusively for women. This competition
offers participants the chance to engage in real-world
cybersecurity scenarios, solving puzzles in areas such as
cryptography, network security, and web exploitation. Through
guided challenges, participants will gain practical skills, from
identifying vulnerabilities to simulating attacks and defenses,
providing invaluable exposure to cybersecurity tools and
techniques in a supportive, collaborative environment.

Join us to unlock your potential, connect with like-minded peers,
and gain confidence in tackling cybersecurity challenges head-on.

Register here

AiSP Ladies in Cyber Symposium 2025
9 March 2025

osium 2025 &
riendship Circle

Symp

Organized by

iISPP LADIES
A! .| INCYBER

AISP will be organising the fourth Ladies in Cyber Symposium on
09 March 2025 (Sun) at Marina Bay Sands (MBS) as part of the
International Women’s Day Celebration 2025 for female Youths

and PMETs to know more about the importance of Cybersecurity

and how women can play a role in it. We are expecting 150
Youths and professionals for the symposium. We are pleased to
have with us Senior Minister of State for Ministry of Foreign
Affairs & Ministry of National Development — Ms Sim Ann to be
our distinguished Guest of Honour for the event.

The theme for the Ladies in Cyber Symposium 2025 is
Accelerating Action: Empowering Women’s Equality in
Cybersecurity. In alignment with International Women’s Day’s call
to #AccelerateAction for women's equality, the 2025 Ladies in
Cyber Symposium will explore how gender diversity can propel
innovation in cybersecurity. Ladies in Cyber Symposium 2025
event will feature Friendship Circles - small group discussions led
by mentors that provide a supportive space for women to share
experiences, seek advice, and build connections. Participants will
engage in hands-on activities, workshops, and inspiring talks,
focusing on overcoming barriers and driving real change to foster
equality within the cybersecurity industry.

Register here



https://forms.office.com/r/vCRWua9mKf
https://forms.office.com/r/vCRWua9mKf

AiISP Events and Updates

AiSP x Cyber Security Agency of Singapore (CSA) x Rapid7
Security Day Singapore 2025
11 March 2025

RAPIDY) | AISP

SECURING WHAT'S NEXT,

s
SINGAPORE

11 March Tuesday | 2:30pm - 6:00pm | NTUC Centre, One Marina Boulevard

Join us at the AiSP x Cyber Security Agency of Singapore
(CSA) x Rapid7 Security Day Singapore on Tuesday, 11th
March 2025, to gain an in-depth understanding of how the cyber
threat landscape will evolve in 2025.

Special Guest Speaker
Hear from Veronica Tan, Director of the Safer Cyberspace
Division at the Cyber Security Agency of Singapore (CSA). Her
keynote, "From Risk to Resilience - Cybersecurity as Your
Competitive Advantage,” will explore strategies for leveraging
cybersecurity to drive business resilience and success.

2025 Threat Predictions
Rapid7's CTO will reveal emerging threats and evolving attack
vectors, offering actionable prevention tactics to help you stay
ahead of cybercriminals and prepare for the challenges of
tomorrow.

Spotlight on Emerging Fields
Discover the latest advancements in Continuous Red-Teaming
(CTEM), Cyber Asset Attack Surface Management (CAASM),
and Attack Surface Management (ASM) on the Rapid7
Platform. See how these cutting-edge approaches are simplifying
risk and compliance management through practical, real-world
use cases.

Register here

BOK book

NEWLY LAUNCHED!

IS-BOK 2.0

INFORMATION SECUETTY

e x >
EZ8oDY OF KNOWLEDGE

i

Publistied by

N ASP

Price: $87.20 (inclu GST)
Scan the qr code for payment! y

SCAN

Get our newly launched Information Security Body of Knowledge
(BOK) Physical Book at $87.20 (after GST).

While stocks last!

Please scan the QR Code in the poster to make the payment of

$87.20 (inclusive of GST) and email secretariat@aisp.sg with

your screenshot receipt and we will follow up with the collection
details for the BOK book.



https://info.rapid7.com/dc/pmwbi8KSJN7SgK55cAN6SH0khSD7SO-unrIH2rQY2WkxqCkbkIz3Ah0BajNQyB4IB7PSPuC1GWh8yjfDL1Aegw==/NDExLU5BSy05NzAAAAGYAguJwPNJ6d2JNfPVOMleQMOgWm_TbIL5bPUUyM5ZAyVPycceX1-0FAh4vTxt0E4bJlSJnbs=
mailto:secretariat@aisp.sg

IC Taiwan Grand Challenge
31 January 2025

IC TAIWAN GRAND CHALLENGE

GLOBAL CALL FOR PROPOSALS

KEEN TO COOPER
WORLD-LEADI
alw

Final Call =

Registration Ends on January 31
Seize Your Chance and Apply Soon!

g

The IC Taiwan Grand Challenge is an
exciting program that invites startups,
research institutions, legal entities, and
individuals with innovative ideas in IC
design and applications to collaborate with
Taiwan's world-class semiconductor
ecosystem. This competition provides a
unique platform for participants to
showcase their innovative chip-based
solutions, connect with industry leaders,
and accelerate their path to success. We
are currently accepting applications for
the second batch, and registration closes
on January 31st, 2025.

Register here

Register For #MVS2025 For Free Today
10 — 14 February 2025

Get an Investigative
Edge with the DFIR
event of the year!

February 10-14, 2025

Get an Investigative Edge with the DFIR
virtual event of the year with 50+
speakers! We're honored to have over 50
of the top names in the industry share their
findings on topics like Al, mobile
forensics, cloud investigations, deepfakes,
eDiscovery, malware, incident
response, and much more.

Register here

XCION 2025
12 — 14 February 2025

12TH XCION BALI
CONFERENCE & EXHIBITION

Pioneering Innovation in the Age of Al and Edge Technologies

2-14 February 2025

©)
o Bali, Indonesia

The 12th XCION Conference and
Exhibition, themed "Pioneering Innovation
in the Age of Al and Edge Technologies,"
planned for February 12-14, 2025, at The
Prime Plaza Hotel (TBC) Sanur, Bali. This
premier summit gathers global ICT leaders

to explore cutting-edge advancements,
offering sponsors unparalleled exposure to
decision-makers driving innovation in Al,
Edge, and beyond.

This is the 12th in a series popular Summit
run by XCION over a decade plus with
more details here at xcion.org

AiSP being an official supporting
partner/organization for the summit is
offering all its members a 15% off list price
for sponsorships for the above summit and
discounted price for the tickets. Please key
in this promo code AISP12XCION when
you purchase the tickets. For any enquiry
on sponsorship, please
email secretariat@aisp.sg

Thank you.



https://ictaiwanchallenge.org/
https://magnetvirtualsummit.com/registration/?utm_source=AiSP&utm_medium=SponsoredEmail&utm_campaign=2025_EV_MVS_AiSPReg
file:///C:/Users/gibso/Downloads/xcion.org
mailto:secretariat@aisp.sg

The Advisory Mentorship Programme
2024 — Mentorship Partner
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&, | THE ADVISORY
MENTORSHIP
PROGRAMME 4
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1S BACK FOR ANOTHER YEAR

Mentor with us and
make a difference.

Just o few hours coutd transform a young parson’s (Ve

ONE HOUR A MONTH
JUNE TO SEPTEMBER 2024

Schedule a personalized demo to learn how

Votiro - Hop on to a Demo

7

See how Votiro delivers real-time data
security.

VOTIRC '

Securing Files
Everywhere

¢

We take a Zero Trust approach to threat prevention
and data exposure — one that removes all possible
malware and privacy risks whether they're known
or not.

It is important for youths to be exposed
early to the cybersecurity ecosystem and
receive proper guidance and support. As an
independent cybersecurity association in
Singapore, AiSP has been engaging youths
for our initiatives and conducting
mentorship programs to educate youths on
cybersecurity. Together with Advisory, AiSP
is committed to impart skills and knowledge
to youths and create a safe cyberspace to

form a strong and vibrant cybersecurity

ecosystem.

Join here

our Zero Trust Data Detection & Response
platform protects private data and
eliminates file-borne threats.

Votiro is Zero Trust Content Security and
Data Detection & Response rolled into one
seamless platform. With our proactive file-
borne threat prevention, real-time privacy
and compliance capabilities, and actionable,
data insights, our Data Security solution
protects organizations from countless digital
threats that pose unnecessary risks to your
employees, your customers, and your
reputation.

Support NTUC Union Member
Recruitment

HEVERY  MEMBERSFIRST
WORKER  WORKERSALWAYS

B ntuc

NTUC UNION MEMBERS
GET UP TO $250 TRAINING
BENEFIT PER YEAR

receive 50% coURSE FEES UNDER THE
UNION TRAINING ASSISTANCE PROGRAMME (UTAP)

Full course fee befora subsidy (before GST)

Stephy, aged 32, wants to take up a WSQ course
costing $1.200 ibefore GST)

$1,200

Less: Government subsidy on full course fee (Eg. 70%)

Nett course fee payable subsidy (before GST) $360
can

Pt o casts o crecel o

UTAP  Less: 50% of nett coursa fee payable after subsidy -$180

“=m  (before GST), up to $250
9% GST on full course fee before suosidy. $108

Final amount Stephy pays (after GST) $288

et o A,

EXCLUSIVE SAVINGS AND PERKS

{'Play

{Fairfrice § ¥ care

NTUG GIFT Group Tarm Life
Insurance Policy wilh

coverage of up to 40,000

Exclusiva access to
members' rates an & vide
range ot leisure and fitestyle

experiences via uplay.com.sg

30% OFF Day Passes
$20 OFF Cabana Rental

$10 OFF Wid & Wat
Preminm Membership

Up ta a%"
FairPrice msmbar
oenetits in Linkpoints

TA {#iIncome
Aol e yec
Free guldance and support
on aniploynient-relatad issues
at Tripartite Alliance for Dispute
Management (TADM) at NTUC

Up to 25% OFF! for
purchase of a qualifying

vt 55 8118 oty 2020,

= For more benefits, visit

A

Register here



https://advisory.sg/working-professionals/
https://votiro.com/book-a-demo/?utm_source=aisp&utm_medium=partner
https://www.ntuc.org.sg/uportal/memberships/become-a-member?CampaignCode=UA-ONLINEAISP

AiISP Courses to help advance in your Career & Knowledge

Qualified Information Security Professional Course
(QISP) E-Learning

QISP Exam
Preparatory

E-Learning
Course

Vs Governance and
%
)
U4 :

~ :
% @ Physical Security and
Business Continuit)
- Y
Prepare for QISP :
Exam via E-Learning Security Architocture
;4 and Engineerin
Anytime, Anywhere! R
Our e-learning program is perfect for those who .
want to prepare for the QISP Exam based on 2 = i d
Seied] (e peration an
ASP IS-BOK domains. With access for 12 Infrastructure Security
months, you can study at your own pace on our

Software Security
beautifully designed and responsive e-learning
platform.

. Softw:
Grab the exclusive
launch offer at :

SGD 499 nett!

.
429 nett Cyber
Defense

Cyber Security 2 - e i
Compet enquir .com | www. .com

Prepare for the Qualified Information Security Professional (QISP) examination

with our newly developed e-learning course, launched on 1 March 2024!

Our highly responsive e-learning platform will allow you to learn anytime, anywhere with modular courses, interactive learning
and quizzes. Complete the course in a month or up to 12 months! Enjoy lean-forward learning moments with our QISP/QISA
preparatory e-learning course. Receive a certificate of completion upon completion of the e-learning course. Fees do not

include QISP examination voucher. Register your interest here!



https://forms.gle/T9eJn74MHh3TMqkf7

Advertisement

New versions launched!

EC-Council

Building A Culture Of Security Building A Culture OF Security

FORENSIC INVESTIGATOR V11

Build Ultimate Investigative Skills And
Organizational Forensic Readiness With
Advanced Strategie:

Master Skills of Forensic
Decode - Compile  Def

MASTER PREDICTIVE

TRAIN FOR NEXT GENERATION FOR
NETWORK SECURITY PROACTIVE DEFENSE

® Protect @ Detect @ Respond @ Predict Plon Collect Analyze

The question is not if, but when a cyber incident will occur?

EC-Council's Certified Incident Handler (ECIH) program equips students with the knowledge, skills, and abilities to effectively
prepare for, deal with, and eradicate threats and threat actors in an incident.

The newly launched Version 3 of this program provides the entire process of Incident Handling and Response and hands-

on labs that teach the tactical procedures and techniques required to effectively Plan, Record, Triage, Notify and
Contain.

ECIH also covers post incident activities such as Containment, Eradication, Evidence Gathering and Forensic Analysis,
leading to prosecution or countermeasures to ensure the incident is not repeated.

With over 95 labs, 800 tools covered, and exposure to Incident Handling activities on four different operating systems,
ECIH provides a well-rounded, but tactical approach to planning for and dealing with cyber incidents.

Special discount available for AiSP members, email aisp@wissen-intl.com for details!

Click here for our Contributed Contents from our partners Click
here for the job postings available for a cybersecurity career
Click here to view the SME Cyber Safe Portal

Click here to view AiSP Cyber Wellness Portal

Our Mailing Address is:
6 Raffles Boulevard, JustCo, Marina Square, #03-308, Singapore 039594 Please click here to

unsubscribe if you do not wish to receive emails from AiSP.



mailto:aisp@wissen-intl.com
https://www.aisp.sg/publications.html
https://www.aisp.sg/jobs.html
https://www.aisp.sg/smecybersafe/index.html
https://www.aisp.sg/aispcyberwellness/index.html
https://forms.office.com/Pages/ResponsePage.aspx?id=djqfDWposUWGv6rucAq_q-k26bVZ_o5Bn-l2M1zTphtUMllaMElCN0cxRjhUTVczNThOWEhDQ0pVSS4u&wdLOR=c8FB45704-8EA5-42D3-9DD2-BD1805EC621D
https://forms.office.com/Pages/ResponsePage.aspx?id=djqfDWposUWGv6rucAq_q-k26bVZ_o5Bn-l2M1zTphtUMllaMElCN0cxRjhUTVczNThOWEhDQ0pVSS4u&wdLOR=c8FB45704-8EA5-42D3-9DD2-BD1805EC621D
https://forms.office.com/Pages/ResponsePage.aspx?id=djqfDWposUWGv6rucAq_q-k26bVZ_o5Bn-l2M1zTphtUMllaMElCN0cxRjhUTVczNThOWEhDQ0pVSS4u&wdLOR=c8FB45704-8EA5-42D3-9DD2-BD1805EC621D
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